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OVERVIEW

This guide is to be used to configure iOS devices (iPhones and iPads) for use with the PositivePro VPN service.
Our Mobile Device Management (MDM) service provides an automated way to install the settings that will allow
you to securely connect to network resources as defined by your company’s security policies.

SUPPORTED PLATFORMS

The following platforms are supported:

e jPad: minimum version iOS 4.x
e iPhone: minimum version iOS 4.x
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DEVICE ENROLLMENT

Step 1
Step 2
Step 3
Step 4

Step 5

Open Safari on your device.

Go to https://services.anx.com/MDM/welcome.

Review the Terms and Conditions.
Check I agree to these terms.

Click Continue.
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Mobile Device Management Service

Note that you will be asked to install Configuration
profiles during the enrollment process. The first prompts
the device for details such the iOS version running,
device type and identifiers while the second provides
PositivePro VPN connection settings and a bookmark to
our update site, known as a web clip.

You must check the box below and submit to
agree to the above terms...

@ agree to these terms

n | YA 4
u‘m
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Step6  Click MDM Certificate Authority Root Certificate.

C

Mobile Device Management Service

rget—s;rted, download and install our MDMM

Authority Root Certificate. This will allow your device to
tmsm‘w

Now start the enrollment of your device.

A4

Step7 Click Install to add the certificate to your device.

Note: Our MDM Service uses a custom Certificate
Authority that does not come pre-installed on the
device (as would Root Certificates from VeriSign©,
Thawte®©, etc.). As a result, the certificate is marked
as “Not Trusted.”
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Cancel Install Profile

MDMCA1

Not Trus!ed@’

Recelved May 27, 2011

Contains Certificate

More Details >

n | YA 4
u‘m
Page 5 of 15



Mobile Device Management User Guide

Step 8  Click Install.

Step9 Click Done to return to the MDM Welcome page.
(The MDM Service Root Certificate and
configuration profiles signed by our service will be

trusted by your device.)
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Cancel Warning Install

Unverified Profile

The authenticity of “MDMCA1"
cannot be verified. Installing this
profile will change settings on your
iPhone.

Root Certificate

Installing the certificate “MDMCA1"
will add it to the list of trusted
certificates on your iPhone.

No Service = 3:02 PM [

—

Profile Installed Done

MDMCA1

@ Trusted

Recelved May 27, 2011

Contains Certificate

More Details >

n | YA 4
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Step 10 Click enrollment. No Service = 3:02 PM )

websupport.anx.com/... & -

Mobile Device Management Service

To get started, download and install our MDM Certificate

Authority Root Certificate. This will allow your device to
trust the Profiles generated by our server.

Now start the enrollment of Jour device.

Step 11 Enter your Login and Password. No Service = 9:06 AM )

Step 12 Click Continue.

Mobile Device Management Service

Sign in to ANX to continue

11. Legi
Passwaxd: [

12.

Aivx
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You will be asked to install two final profiles. The first performs the enroliment and the second delivers our
PositivePro VPN Configuration, which installs a Web clip icon on your Home screen. A Web clip is a shortcut to a
specific website (in this case our MDM Service update site).

Mo Service = 12:26 PM 100% ==}

Cancel Install Profile

Profile Service
ANX

overited C JEEE )
—

Description Configure your device for
management by the
ANXeBusiness Profile Service.

Signed MDMServer
Received May 10, 2011

Step 13  Click Install.

Contains Device enrollment challenge

More Details >

Step 14 Click Install Now.

| @ Verified

Install Profile

Installing this profile will change
settings on your iPhone.

Cancel Install Now

;ﬂ—’
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Step 15 Click Next. (It is recommended that you do not  [ng service = 4:17 PM
enter your password.)

cancel Enter Password

Enter your password for the VPN
account “mobileuser@anx.com”

e
L

Reguested by the “ANX MDM Configuration
Profile” profile

ajwle|r]T]v]ulifo]P
Als|o|Fle|ujJfK]L

Lz x[clv]e]n]m

return

Step 16 Click Done. No Service = 11:47 AM 96 Uy [t

Profile Installed Done

ANX MDM Configu...
ANX

@ Verified

Description ANX Mobile Device
Management Configuration.

Signed MDMServer
Received Jul 22, 2011
Contains VPN Settings

Web Clip
More Details >
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UPDATES

PositivePro VPN configuration updates are made available from time to time,
generally to maintain the security of your connection. Click on the Web clip icon
to open our update site. This icon is installed on your Home screen as part of the
enrollment process.

Your device may require an update when:

e You receive an email from ANX stating an updated configuration is VPN Update
required.

e You are unable to establish a connection to your VPN. (Note that you should first 1) check your
password and 2) check if your device currently has a cellular or WiFi connection.)

Step1l  Click the Web clip. Safari will open and direct you [nNo Service = 11:30 AM 100%
to the MDM Update site
(https://services.anx.com/MDM/update).

- Ny

Step 3 Click Submit Mobile Device Management Service

Sign In to ANX for your updale.

websupport.anx.com/..
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Step4  Click Install.

Step5 Click Install Now.

File name: MDM_User_Guide_v4

No Service = 11:46 AM 96 %o [r

Cancel Install Profile

ANX MDM Configu...
ANX

© Verified ( m

Description  ANX Mobile Device
Management Configuration.

Signed MDMServer
Received Jul 22, 2011

Contains VPN Settings
Web Clip

More Details

Install Profile
Installing this profile will change

settings on your iPhone.

Cancel Install Now
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Step 6 Click Next. (It is recommended that you do not No Service = 4:17 PM [t
enter your password.)

cancel Enter Password Next

./

Enter your password for the VPN
account “mobileuser@anx.com”

- ~
L y

Requested by the “ANX MDM Configurafion
Profile” profile

ajwie|r|T|v|u1]o]P
Als|o|Fle|ujyfK]L

lzx|clviB|nmEL)

return

Step7  Click Done. No Service =  11:47 AM 96 % et |

Profile Installed Done ’

ANX MDM Configu...
ANX

@ Verified

Description ANX Mobile Device
Management Configuration.

Signed MDMServer
Received Jul 22, 2011
Contains VPN Settings

Web Clip
More Details >
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ESTABLISHING A POSITIVEPRO VPN CONNECTION

Once profile installation is complete, you may start using the ANX PositivePRO VPN service to access your
network resources as defined by your security policy. Establishing a connection is accomplished as follows.

No Service = 10:55 AM 80% =k
Step2  Touch the VPN switch. ﬁ Airplane Mode | OFF
& wi-Fi ANX >
e —
. N
L veN ( OFF )
v‘
a Location Services On >
"_’.-'3} Sounds >
ﬁ Brightness >
Q Wallpaper >
\ﬁ| General >
Step3  Enter your Password. No Service = 11:05 AM ss%m]
4.
Step4 Click Done. cancel Password fone ’
3. | Passw;rd [ TTITYITTY) ; |
1]2]3]4fs]s]7]8fe]o
s fs]e
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The VPN connection progress.

[No Service = = 11:05 AM 83 %% (= |
kd Airplane Mode | | OFF
ki wi-Fi ANX >
— #
VPN Connecting... o |
Location Services On >

B r
/ -
D) Sounds >
E Brightness >
ﬁ Wallpaper >
. .
./' -
L General >

The VPN switch will be in the ON position once you have [No Service = 11:06 AM [0 83% &=
been authenticated. You will see the VPN icon on your
Y ) -
K Airplane Mode | OFF
k& wi-Fi ANX >
— N
VPN |
VPN @_; ),
Location Services On >
B r
/ -
Dl Sounds >
ﬁ Brightness >
ﬁ Wallpaper >
. .
./' h
qu"j General >
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CONTACTING THE ANX HELP DESK

There are several ways that you can contact the ANX Support Center:

Phone 800-393-7969 24x7

Email support@anx.com 7 a.m. to 11 p.m. EST (Monday through Friday)

Chat http://www.anx.com/content/support | 7 a.m. to 11 p.m. EST (Monday through Friday)
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